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Executive Summary

Cloud Architect with 10+ years of experience with a proven track record of designing and implementing robust, scalable, and secure cloud solutions across multiple platforms. Passionate about optimizing cloud infrastructure for performance, cost and reliability. Adept at collaborating with cross-functional teams to achieve business goals. Proven track record of delivering successful cloud projects for various clients across different industries.
Professional Experience
NTT Data Inc, Morrisville, NC                                                                                July 2020 – Present
Cloud Architect     

Responsibilities:     
· Designed and implemented multi-cloud solutions for clients, leveraging AWS and Azure cloud.

· Conducted performance tuning and capacity planning for cloud-based applications.
· Assisted clients in migrating on-premises workloads to the cloud.

· Implemented hybrid cloud solutions, integrating private data centers with public cloud services.

· Implement cloud security measures, such as IAM, KMS, VPC, Security Groups, and NACLs
· Monitor and optimize cloud performance, availability, and cost using AWS CloudWatch, AWS CloudTrail, and AWS Trusted Advisor
· Troubleshoot and resolve cloud issues using AWS CLI, AWS SDK, and AWS Support
· Provide technical guidance and training to junior cloud architects and engineers.
· Led architecture reviews, ensuring adherence to best practices, security standards, and cost optimization.

· Collaborated with DevOps teams to automate deployment pipelines using Infrastructure as Code (IaC) tools.
· Implemented disaster recovery strategies across multiple cloud providers.
Randstad Technologies US, Durham, NC                                                 September 2019- July 2020
AWS Solution Architect
Responsibilities: 
· Designed multi-tier architecture to setup infrastructure in AWS for web server, DB server, load balancers & Route53

· Designed fault tolerant, scalable and robust architecture after collecting the requirements from the stakeholders.

· Created user accounts, policies and roles on Amazon Web Services using IAM.

· Migrated data from on-premise SQL Server to AWS RDS using Data migration service

· Created a lambda function to read the logs from Code Build and ingest logs in Log DNA tool

· Created YAML template to spin the infrastructure (VPC, EC2, RDS, Security Groups) using AWS CloudFormation

· Identify access issues and assign required policies to IAM users and roles.

· Created S3 bucket policy to enable cross account bucket access and generated JSON policies using policy generator tool.

· Developed cloud-native applications using microservices architecture.
· Lead the design and implementation of cloud solutions for clients using AWS Cloud services and best practices.
· Collaborate with stakeholders, developers, and engineers to gather requirements, analyze needs, and propose optimal cloud architectures.
· Create and maintain cloud infrastructure using AWS CloudFormation, Terraform, and Ansible
· Conducted security assessments and implemented encryption, access controls, and monitoring.

· Mentored junior engineers on cloud best practices.

IMPLUS, Durham, North Carolina     


                          April 2018 – September 2019  
 

AWS Cloud Architect

Responsibilities: 
· Designed, configured and deployed Amazon Web Services (AWS) for applications utilizing the AWS stack (Including EC2, Route53, S3, RDS, Cloud Formation, Cloud Watch, SQS, IAM)

· Cost and performance monitoring of resources and applications using AWS Cloud Watch and configured notifications for the alarms generated based on events defined.

· Plan, build and configure network infrastructure within VPC with public and private subnets, configure routing tables, security group and internet gateway.

· Created low latency static website using S3, Cloud Front, and Route53.

· Created and managed users, permissions, directories and files in Linux environment.

· Worked with NoSQL databases such as DynamoDB on AWS. Configured inbound rules and outbound rules in the AWS security groups.
CA Technologies – A Broadcom Company, Islandia, New York     
       August 2017 – April 2018
AWS Cloud Engineer, SaaS & AWS Platform

Responsibilities: 
· Provisioning of AWS Services, EC2, S3, RDS, Load Balancer, Lambda, Route 53, CloudTrail, CloudFormation, Auto Scaling. 

· Hands on experience to build S3 bucket, manage bucket policies for security and encryptions, enable S3 Versions control and Cross Region Replications.
· Hands on experience of Amazon IAM service to grant permissions and resources to users. Managed roles and permissions of users. 

· Configured AWS Multi Factor Authentication in IAM to implement two step authentications of user's access. 

· Strong hands-on experience to create Elastic Load Balancer (ELB), Target Group, registered the server to Target Group, create the custom rule in ALB.  

· Strong hands-on experience to import the SSL certificate to Amazon Certificate Manager (ACU) and upload the certificate to Application Load Balancer to make a secure connectivity between ALB and application server. 

· Hands on experience on JIRA and Service Now ticketing system. 
· Strong hands-on experience in configuration of Network architecture on AWS with VPC, Subnets, Security Group, NACL, Internet gateway, NAT Gateway, NAT Instance, Route table.

· Strong hands-on experience for VPC peering. 
· Worked with client and project manager to review the AWS Architecture and Network design in security prospective. 

· Responsible for ensuring Systems & Network Security, maintaining performance and setting up monitoring using AWS Cloud Watch & VPC Flow Logs. 
TRAVELERS Insurance, Hartford, Connecticut 



May 2014 – August 2017
Cloud System Administrator   






Responsibilities: 

· Experience to provisioning EC2 Instance and crate AMI from that EC2 Instance. 
· Experience to create Amazon CloudFront Distribution and link with the S3 bucket. 

· Experience to build the EC2 Instance using the Auto Scaling based the client requirements. 

· Experience to provision using the amazon CloudFormation. 

· Hands on experience to build CloudWatch Alarms and Dashboards for Amazon Resources. 

· Experience to provision Amazon RDS like Aurora, MySQL, MongoDB, SQL Server 

· Experience to build the Amazon Lambda Functions. 

· Experience creating and subscribing to SNS topics, adding SNS events for S3 bucket. 

· Experience to build S3 bucket, manage bucket policies for security and encryptions, enable S3 Versions control and Cross Region Replications.

· Experience of Amazon IAM service to grant permissions and resources to users. Managed roles and permissions of users. 

· Configured AWS Multi Factor Authentication in IAM to implement two step authentications of user's access. 
Export Import Bank of US, Washington, DC


                     February 2010 - May 2014
Quality Assurance Engineer

Responsibilities:

· Reviewed documentation to understand testing requirements, test environments and objectives 

· Identified missing test cases and refine existing scripts for modularity and to enable automation

· Estimated and prioritized work for optimal risk mitigation and identified risk-based regression suites

· Developed and maintained a master test plan, overall test strategy

· Identified, developed and documented test scenarios, test cases, test data and test reports. 

· Participated in test planning, assisted in preparing various testing documentation (test strategy, test plan, defect management plan, schedule) and test results walkthroughs

· Analyzed, developed, debugged, executed and maintained automated test cases within the testing environment 

· Performed business acceptance testing for web and win applications

· Applied risk-based testing techniques to ensure the best use of testing resources and testing time 

· Provided direction to test analysts on test case development and execution

· Worked closely with other test leads of peer projects to ensure all systems interfaces processes were properly identified and tested 

· Reviewed test analysts' deliverables to ensure testing quality

· Developed System Integration Test Plan for each project 

· Participated in post implementation reviews and processes (lessons learned, post-install verifications) 

· Assisted in the preparation of a test result to the project team and business representatives 

· Recommended process improvements where appropriate

· Executed test cases within the testing environment, ensured accuracy and recorded test results, defects and obtained approval
Technical Skills
AWS Services: EC2, Elastic Beanstalk, EFS, VPC, RDS, S3, Glacier, IAM, Kinesis, Cloud Front, Cloud Watch, Cloud Trail, Cloud Formation, DynamoDB, Lambda, Route53, SNS, SQS, API Gateway, Code Pipeline, Code Build, Elastic Search, Code Deploy etc.

Languages: Python, Java, .Net

Source Code Management: GIT, Bitbucket, Code Commit

Operating systems: Windows, Linux, Unix, Ubuntu, RHEL, Cent OS and Solaris 

Databases: SQL Server, Oracle, MySQL 

Web/Application Servers: Apache Tomcat, WebLogic, Oracle Application Server

DevOps Tools: AWS Code Pipeline, Code Build, Code Deploy, Elastic Beanstalk, Jenkins, Bamboo, Docker, Jira, Bugzilla, Splunk, Nagios

EDUCATION: 
· National University, Dhaka, Bangladesh                                                                                                                  

Bachelor of Science, Mathematics 
TRAINING & CERTIFICATIONS: 

· AWS Certificate Solutions Architect- Associate 

· Microsoft Certified Professional (MCP)
