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TECHNICAL SUMMARY

17+ Years of Experience in the areas of Identity and Access Management - CyberSecurity Domain, looking for job opportunity with Immediate Joining, located at Dublin, California US, H1B VISA Transfer Needed
· OKTA Certified Professional

· TOGAF Enterprise Architect Program - 9 certified
· OCJP 1.6(Oracle Certified Java Programmer) certified.
· CEH Certified

· ITIL Certified
· B.Tech Computer Science & Engineering.

· Diploma in Computer Science & Engineering

· Deloitte as Solution Delivery Manager since July 2022 – August 2023, California
· HCL Technologies since May 2015 – July2022, Group Manager
· CA Technologies since July 2013 Sr IT Security Analyst.
· HP Enterprise Services as Lead Infrastructure Engineer December 2010 – June 2013.

· IBM-Avaya SSO Domain, CA IAM solution Implementation and Administration. August 2009 – December 2010
· Rolta (September 2007 – Feb 2009).          
· R systems as Trainee Associate software Engineer from July 2006 - August 2007.    

	IAM Tools 
	· OKTA
· SailpointIIQ, Microsoft Identity Manager, CA Identity Manager,ForgeRock IDM,                       

· ,PingFederate,SecureProxy Manager, SAML, DUO MFA CA PAM,BeyondTrust,CyberArk
CA Identity Manager r12.5, 8.1,6.0,CA SiteMinder R12.5,12, 6.0,      

	Programming
	· Core Java, JSP,Servlets,JDBC,JNDI,

· Shell scripting and REST API,ServiceNow, Postman Advance Java – J2ee: JDBC, java beans, JNDI, Java Mail.

· PL-SQL, Powershell Scripts, 



Deloitte - Solution Delivery Manager/Architect, California




July 2022 – August 2023
As a member of the Deloitte IAM practice team delivered key projects
Description of Key Projects  
	Project # 
	OKTA Implementation Project           
Experience in design and implementation with technologies such as Active Directory, OKTA SSO, MFA/HYPR Paswordless Technologies            
               

	Client: 
	Deloitte – DNOW, State of Georgia


	Products Used 
	· OKTA Implementation
· HYPR Passwordless Implementation  
· Implemented Access Management using Attribute Access Control (ABAC)/ Policy Based Access Control - PBAC with tool like OKTA, SCIM provisioning, and PlainId related technology setup, configuration, and administration 

· REST API SCIM connector Development
· Implemented OKTA CIAM – 
1) Using Customised Self Registration process to social Applications 
2) User consent and Preference management during Federation SSO to partner applications

3) Self Service identity Verification and profile management


	Roles & Responsibilities
	17 Years of Experience in the areas of Identity and Access Management,  

· Providing Technical leadership as a Team lead, Technical Systems Engineer and Administrator IAM services - OKTA – SSO+MFA, UAM – User & application provisioning to Microsoft Azure AD and CyberArk, Weekly and Monthly Privileged Account access IGA review
· Implemented RoleBasedAccessControl (RBAC) , Attribute Access Control (ABAC)/ Policy Based Access Control - PBAC using tools like OKTA, SailPoint, SiteMinder and PlainId related technology setup, configuration, and administration 

· Provided consulting, design, and deployment services for Okta Implementation
· Provided leadership and mentorship within the IAM team 

· Built OKTA cloud Tenant and integrated with Active Directory, azure Active directory, for user lifecycle provisioning and deprovisioning, HYPR Passwordless OKTA integration

· Implemented modern authentication solutions SAML/OAuth/etc. Integrated SAML federated Applications – Salesforce, ServiceNow, Workday
· Defined user onboarding procedure and offboarding process

· Creating and assigning provisioning Roles, Groups and workflows

· Created OKTA Group assignment Rules

· Configured MFA policies and Rules

· Defined SSO Authentication & MFA policies and Group provisioning rules

· Lead the team and client discussions related to solution implementation 

· Completed the Production Rollout

· Worked with multiple OEMs and partners to develop and deliver on client opportunities
· Experience with design and implementation with technologies such as Active Directory, OKTA, CyberArk, 2FA/MFA/Hypr passwordless FIDO SSO
· Provided production support, monitoring and maintenance to Access Management services.
· Developed & Deployed OKTA SCIM Connector REST API solution to integrate with Oracle Database for user provisioning/deprovisioning

· Documented SCIM Connector solution design documents

· Prepared Operations runbook guide



HCL Technologies 








May 2015 – July 2022
As a member of the HCL IAM practice team delivered key projects in IAM space since May 2015
Description of Key Projects  
	Project # 
	Identity & Access Management Implementation and Support                                           

	Client: 
	ABBVIE + Allergan
North Carolina, USA

Designation Senior Consultant/Group Manager

	Duration
	13th March 2021 - Present.

	Products Used 
	· OKTA – SSO+MFA, Oracle Identity Manager, UAM – User & application provisioning to Azure AD and CyberArk, Account access review
· Workday,SAP,ServiceNow
· Account Governance , IGA – Identity Governance


	Roles & Responsibilities
	· Coordinating efforts of 16 team members to deliver key project milestones according to ourlines,charters and time allotment for the  Requirement Gatherment,Installation, Configuration, Design and Development of IAM tools

· Setup User onboarding/provisioning:  Managed employee and contractor identities in the Identity Manager throughout user employment  including creating accounts, updating identity, transfers, conversion, rehire& extensions ,leave of absence, terminations and suspensions across OIM,OKTA,CyberArk and Azure AD Portal
· Worked with stakeholders for project related enhancements and development tasks for complete user life Cycle workflows, role based access (RBAC) provisioning, Identity feeds, account provisioning, multifactor authentication (MFA/2MFA), Workflows,
· Creating and assigning provisioning Roles, Groups and workflows
· Created OKTA Group assignment Rules

· Configured MFA policies and Rules

· Onboarding of OKTA SSO applications – SAML, SWA,OAUTH,OIDC; Single Sign On & Federation, Directory Services, Multifactor Authentication, and Web Access Management
· Plan, build and run the identity governance & administration (IGA) attestation campaign
· Created, implemented  and coordinating different CRs,UAT and client signoff 

· Collaborated with Line of business stakeholders and various teams to SOX Account reviews and provide evidence to E&Y Auditors for privilege account management , Certification and recertification
· Lead the application discussion between application areas in a cross functional environment and cloud hosting vendors 
· Production integrity  and resolve priority incidents & tickets of IAM Services
· Provided guidance to the project team regarding technical, functional, testing requirements ,gap, impact and data analyses
· Troubleshoot and resolve errors reported for access management and user provisioning workflows

· Manage Problems and problem escalations in accordance with ITIL standards

· Competency building for the implementations and Mentor Team Members


	Client: 
	Keurig Dr Pepper, 
Dallas, USA

Designation Consultant

	Duration
	2019 - 2020

	Products Used 
	Identity & Access Management Implementation and Support
· OKTA – SSO+MFA, User & application provisioning and CyberArk, Privileged Account access review


	Roles & Responsibilities
	· Offshore technical lead for IAM services – OKTA – 
· Implemented OKTA User Provisioning, workflows and policies

· Configured SSO Authentication and Access Rules for various Applications
· Onboarded new Users, Groups and Applications 
· Lead the design level discussions and provided architect level support to the team

· Coordinated with ISRM team to Remediate the emergency Terminations, and Clearing the Session
· Creating and assigning provisioning Roles, Groups and workflows

· Created OKTA Group assignment Rules

· Created OKTA Notifications for applications

· Configured MFA policies and Rules

· Onboarding of OKTA SSO applications – SAML, SWA,OAUTH,OIDC; Single Sign On & Federation, Directory Services, Multifactor Authentication, and Web Access Management
· Provided Production Operation support to resolve the day to day issue



	Client: 
	AVON, UK 
Designation Associate Consultant

	Duration
	2018 - 2019

	Products Used 
	Identity & Access Management Implementation 
· DUO MFA Implementation, ForgeRockIDM


	Roles & Responsibilities
	· Offshore technical lead for the Implementation of DUO MFA Multifactor Authentication Solution 

· Responsible for complete Design & Architecture,  deployment and configuration of DUO MFA

· Deployed DUO Agents(Authproxy) and configured on DUO Portal
· Setup High Availability of DUO infra for CISCO VPN application

· Integrated DUO MFA with applications CISCO VPN application and configured MFA

· Created and Configured Policies , Password Rotation Policies for defined applications
· Configured Access and Authentication policies for MFA mapped applications 
· Enable Self Service Identity Verification and profile management for Workforce internal user and external user application access
· Enable CIAM Self Registration feature for onboarding of external users, customers 
· Enable CIAM User consent and Preference management SSO partner application access
· Built MultiTenant different CIAM branch, for two different domain a child organization for partners represent, and a  customer organization, and built different representations for authentication rate limits.
· Enabled DUO MFA authentications for CIAM users 




	Client: 
	LGIM, London, UK


	Duration
	2017

	Products Used
	CA PAM – CA Privileged Account management

	Roles & Responsibilities
	· Onsite lead for the Implementation and deployment of CA Privileged Access Management(PAM)

· Was responsible for Design & Architecture,  deployment and configuration of CA PAM infra

· Setup High Availability of CA PAM infra 

· Setup onboarding of Users and Applications (Windows and UNIX server)

· Worked on implementing configuration and policies for password rotation of privileged accounts
· Worked on workflows for user access to Applications (Windows and UNIX server)


	Client: 
	International Hotel Group, Atlanta, US
Designation Associate Consultant

	Duration
	2016

	Products Used 
	· Sailpoint,Siteminder,Cyberark, 

	Roles & Responsibilities
	· Lead the transition and support of IAM Services CA Siteminder,Sailpoint,Cyberark,Bombgar

· Requirement Gathering and implemented Role based access control
· Prepare Technical Documents as per requirement

· Installation & Configuration of Sailpoint IIQ

· Experience in configuring, onboarding and integrating various applications into Sailpoint Identity IQ  - CSV ,Active Directory, JDBC application 

· Created Identity attributes in sailpoint and mapping to Source application
· Worked on LCM events like Joiner, Leaver and Mover 

· Created Correlation rule, build map and custom rules

· Implemented self Service feature, Password Reset, provisioning, Configuring various Roles and policies in Sailpoint for new application
· Build and Configure sailpoint inbuilt tasks like aggregation, ID refresh, Schedule tasks and Correlation etc  
· Developed build map rule, creation rule and customization rule to create employee and contractor user accounts into Sailpoint

· Worked on Certifications: Manager Certification and application owner Certification
· Perform reconciliation and manage orphan accounts
· Involved in troubleshooting day to day system and user access problems
· Project review recommendations
- Establish a maintenance status meeting with business partners and IT stakeholders
- Knowledge transfer from incumbent to project team
- Preparing run books for support team
- Imparting KT to support team
- Providing hyper-care support for Live transitioned project


	Client: 
	Johnson and Johnson, New Jersey, USA
Designation Associate Consultant

	Duration
	2015

	Products Used 
	· Dell OneIdentity 

	Roles & Responsibilities
	· Lead the Assessment of IAM infrastructure – OneIdentity
· Based on Assessment analysis proposed enhancements and connector development for the enterprise applications, improvement in the IAM user life cycle and processes, remediation recommendations

· Provided client support post deployment and worked on real time issues, fixing defects and assisting with client queries 

· Built test cases, Design documents and information flow


CA Technologies                  




                                                   Sr. IT Security Analyst, Hyderabad 

	Duration
	 July 2013 - August 2014

	Products Used 
	· CA IdentityMinder
· CA Siteminder12.5
· CA Federation Manager

· CA Secure Proxy Server



	Roles & Responsibilities
	· Provided operation support to deployed IAM services
· Migrated IAM Services to AWS cloud environment
· Onboarded Applications, Users and Business partners in the SSO environment, Identity Manager
· Implemented Automated provisioning, Self-service feature, Password management 
· Managed employee and contractor identities in the Identity Manager throughout user employment  including creating accounts, updating identity, transfers, conversion, extensions ,leave of absence, terminations and suspensions
· Review and troubleshoot SSO issues – both external SSO issues i.e SSO provided by Federation and Secure proxy server 
· Reviewed and Updated the Authentication and Authorization policies
· Deployed SSO Agents and integrated applications




HP Enterprise Services                                                                                                                                                 Lead Infrastructure Engineer 
	Project # 6
	Worked as CA Identity Manager Deployment & Integration Engineer.                                              Pune

	Client
	HP clients : BBU,YARA


	Duration
	December 2010 – June 2013

	 Products Used 
	· CA Identity Manager R12.5 sp7.

· CA Provisioning server, Java – c ++ based Connector Server.

· CA Connector Express, CA Role & Compliance Manager.
· Microsoft Active Directory server 2003,2008,

· Oracle 10G Databases. JBOSS Application server, Apache web server.
· UNIX based endpoints – HP UX, Solaris, AIX, and Linux.
· CA Federation Manager for Cloud Computing project.

	Description
	· As a  team member of Automated User Provisioning System (AUPS)Identity Manager Deployment and Engineering Team, for my work in–house product code Designing, Developments and customization accomplishments I have received accolades from  HP Architects.


	Roles & Responsibilities
	· Implemented & Configured CA Identity Manager in Multitenant environment
· Defined onboarding policies, configuration Rules and workflows
· Configured Identity Policies
· Managed user Identities Setup User onboarding/provisioning:  Managed employee and contractor identities in the Identity Manager throughout user employment  including creating accounts, updating identity, transfers, conversion, rehire& extensions ,leave of absence, terminations and suspensions across 
· Designed, Coded and Delivered HR Feed file Delta system for AUPS CA Identity Manager Production systems for HP Client.

· Coded Automated File Transfer, File and Server Availability, Event notification deliverable in AUPS Production System Delta System.

· Coded scalable-reusable java-plug-in-Authentication scheme code(Adapter) HP SSL VPN Admin authmodule login module Integrated and deployed it with CA Identity Manager, LDAP User Directories deployed in Production environment for multiple clients.

· Coded scalable reusable solution Java Authentication scheme – Wicket-plugin code (Adapter) HP SSL VPN Admin authmodule login Module Integrated and deployed it with CA Governance Minder LDAP User Directories deployed in Production environment for multiple clients.
· Redesigned CA Java based Password module solution to scalable solution to support multiple clients in Identity Manager Multi-Tenant environment, tested and deployed it in IDM Production environment.

· Coded Java BLTH (Business Logic Adapter) code for Active Directory server password policy requirements and integrated with Identity Manager.

· Coded custom workflow participant resolver Business Logic Task Handler (BLTH) for CA IDM workflow approval task based on attributes of a defined Provisioning Role in Identity Manager.

· Implemented TEWS (Task Execution Web Services) – web services based bridge between the password module and Identity Manager.

· Integrated and deployed Custom Java UNIX SSH connector customizations with Identity Manager for UNIX SSH Endpoints : HP UX ,Solaris, Linux, AIX

· Implemented and deployed CA Identity Manager Components in Production environment.
· Deployed CA Federation Manager for enterprise cloud computing project.




IBM – AVAYA                                                


                                                            IAM Consultant, August 2009 – December2010
	 Client
	Avaya Global


	 IAM Tool Used 
	· Ca Identity Manager.
· Ca SiteMinder 6.0.
· Ca Federation Manager (SAML).

· Sunldap Directory server 5.2,
· Oracle 10G Databases.
· Netscape/iplanet web server,Apache,IIS, Welblogic server


	Roles & Responsibilities
	· Providing 24* 7 supports for 80 applications deployed at Production SiteMinder Policy server, Stage, and test SSO Environments.
· Trusted Host Implementations for the new applications.
· SiteMinder Administration – Configuring Netegrity SiteMinder policy server, framing Rules and Policies, Policy Server maintenance, SSO call clearance, Web Agent & Application agent installations, trouble shooting production problems.

· Create, manage and administer Agents, Authentication Schemes, user directories, Agent configuration objects, Host Configuration objects, logs and cache management.

· Troubleshooting issues related to SSO, authentication and authorization, as well as troubleshooting LDAP issues.

· Sun ONE Directory Server Administration – Directory maintenance, Replication, Load balancing and fail over.

· Patching and upgrading of the web agents, atomization of replication between LDAP instances.

· Design and implementation of new SSO environments, Documentation of processes

· Implementation of the Federation manager for SAML services.

· Implementation of the Work Orders as per the Avaya Privilideged Access requests (APAR).
· Implementation of the approved Change requests (CRs) to the SSO Servers under maintenance window.

· Execution of the Work Orders(WO) to the complete state to provide the different Application Access and Admin Rights using the CA Identity Minder.

· Execution of the WO to revoke application Admin and Access rights.

· Execution of the WO to provide Service accounts (non-expiring password READ access to the SUN LDAP User Directory Stores) used by the different applications.

· Executed the Migration of the SSO environment.

· Providing 24*7 supports for resolving the SiteMinder and Identity minder issues and raised them to the CA Support site.

· Monitoring and managing access and audit logs of SiteMinder, Identity minder products.

· Monitoring and managing Server disk utilizations.

· Implementation of the Data Clean up of SiteMinder and Identity  minder user stores (Sun LDAP) that is used by the down stream and upstream applications.

· Implementation of the Bulk uploads, addition, modifications, deletion of the SSO profile attributes stored in the User store using the Solaris scripts.

· Execution of the SSO-CXP(Customer experience portal) change releases(CRs) 
· Executed Technical team knowledge sharing using training sessions for new members.

 


Rolta India Limited, Mumbai                                                                                                                                         September 2007 – Feb 2009
	Client
	National Information Center (NIC), Ministry of Interior (MOI), Kingdom of Saudi Arabia

	Products Used 
	Implementation of : 
· Ca Identity Manager8.1,Ca SiteMinder 
· Ca Admin Server 8.1. 

· Ca Single Sign-on8.1, 

· Ca Directory 8.1, Microsoft Active Directory.


	Roles & Responsibilities
	· Implemented the Admin Roles, Access Roles, Member Rules and the Scope Rules required in the Identity Manager product.

· Implemented & customized the Insession work point workflow process to automate the request & approval process for the activities related to the creation, Modification, Deletion of the Users, Groups, Admin roles, Access roles & Provisioning roles for the various departments in the organization.

· Customized the Identity Manager environments for the different Admin accounts in the organization.

· Integrated the eTrust Admin server with the eTrust Identity Manager using the Identity Manager Extensions.
· Implemented the Dynamic connector for the end point Application & deployed it on the Java Connector server to establish the communication between the eTrust Admin server & the end point system.

· Acquired & Correlated the Users, Accounts, and Groups in the managed end points. 

· Implemented the Workflow DB, Audit Db, & configured the email notification requirement required for the various workflow processes.

· Implemented the Self-service tasks i.e. password, user-id reset & self-registration tasks in the IM.

· Implemented the Identity policies requirement in the Identity Manager.
· Implemented the user synchronization, so that identity policies are assigned properly. 

· Implemented the GINA option for password reset functionality at the IM endpoint terminals 

· Implemented the email notifications to workflow approval process.




